A RICOH Company

Devitt Insurance

Case Study: Penetration Testing

Securing Specialist Insurers From Vulnerabilities

Company Profile:

Established in 1936, Devitt Insurance has
been helping UK customers for over 80 years
to ensure they understand their insurance
with a straight-forward and easy-to-under-
stand approach. This is demonstrable through
key partners such as The Post Office, BMW and
The Salvation Army. Focusing on motorbike
insurance, Devitt also provide van, home and
business insurance, including specialist insur-
ance policies for dealers and training schools.

Devitt Insurance work with the UK'’s leading
insurance companies, AXA and Aviva to name
but a few, in order to find the best price for
their customers. It is essential for Devitt to en-
sure their customer and company data remain
secure and free of vulnerabilities, to maintain
the high-level of trust their customers have
grown to expect.

The Challenge

Devitt Insurance required testing on a compli-
ance level and was unsure what testing they
required. Robert Evans, IT Manager wanted to
improve the overall security posture for De-
vitt and address any remediation associated
following the testing that took place.

It is important for Devitt Insurance to ensure
their business is secure, as a breach of the
business would have a significant impact.
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At a Glance

Devitt

Trusted Since 1936

Industry:
Insurance

The Challenge:

Ensuring the Devitt Insurance
environment remains secure and free
from vulnerabilities

Solution:
Advisory Services and Penetration
Testing

Benefits:

« Mitigate risk of data leakage

+ Ensuring continued business
operations

+ Increased cyber-security awareness
« Optimisation of security stature

- Effective remediation

« Advisory services
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With so much sensitive client data at risk, it is
important to ensure their environment is se-
cure and free of vulnerabilities.

The Solution

MTI's penetration testing team were engaged by
Devitt Insurance to identify which areas of the
business they should test. MTI helped in articu-
lating the various elements of the penetration
testing available and how they were applicable to
Devitt Insurance and the particular industry.

MTI advised on the particular parameters of test-
ing following consultation with Devitt Insurance
in a clear and concise proposal. Once the parame-
ters of testing had been agreed, MTI was entrust-
ed by Devitt Insurance to conduct the penetration
testing.

Once the necessary testing services had taken
place, a comprehensive report was built by MTI to
provide Devitt Insurance guidance upon findings
and remediation.

Datacentre & Cloud

Managed Services

Why MTI

Devitt Insurance required a partner to provide ad-
vice and expertise to deliver an efficient service.
MTI fit these criteria from the outset by possessing
the correct credentials, skillset and track record of
successful penetration tests.

MTI demonstrated a good understanding of the
particular nuances in the industry and were able
to recognise the specific areas that needed to be
tested.

Devitt Insurance found MTI gave them peace of
mind, stating the testing was conducted profes-
sionally and on time with each step clearly com-
municated.

T

We would recommend MTI go-
ing forward. The service and
approach from the team was
straightforward and delivered
what was promised. The end re-
sult was provided on time, with

no surprises , ’

Robert Evans
IT Manager,
Devitt Insurance
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